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S 3160
SOS Act

Congress: 114 (2015-2017, Ended)

Chamber: Senate

Policy Area: International Affairs

Introduced: Jul 12, 2016

Current Status. Read twice and referred to the Committee on Foreign Relations.

Latest Action: Read twice and referred to the Committee on Foreign Relations. (Jul 12, 2016)
Official Text: https://www.congress.gov/bill/114th-congress/senate-bill/3160

Sponsor

Name: Sen. Perdue, David [R-GA]
Party: Republican < Statet GA « Chamber: Senate

Cosponsors (4 total)

Cosponsor Party / State Role Date Joined
Sen. Isakson, Johnny [R-GA] R - GA Jul 12, 2016
Sen. Risch, James E. [R-ID] R-ID Jul 12, 2016
Sen. Sasse, Ben [R-NE] R - NE Jul 12, 2016
Sen. Rubio, Marco [R-FL] R-FL Jul 13, 2016
Committee Activity

Committee Chamber Activity Date
Foreign Relations Committee Senate Referred To Jul 12, 2016

Subjects & Policy Tags

Policy Area:

International Affairs

Related Bills

No related bills are listed.
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Summary (as of Jul 12, 2016)

Securing our Secrets Act or the SOS Act

This bill requires Department of State employees engaging in work-related electronic communications to use only
state.gov email accounts, telephonic systems owned and managed by the State Department, or other systems owned
and managed by the State Department or another appropriate federal agency.

The State Department may temporarily waive these requirements for an employee, or a group of up to 10 employees, by
certifying that: (1) the waiver is in the foreign policy or national security interest of the United States, and (2) all work-
related written communications on nongovernmental systems will be appropriately archived.

The State Department must report annually on: (1) every security violation, including unauthorized transfers of classified
information into electronic systems, transmissions, or storage not certified for handling classified information; and (2) its
justification for failing to terminate an employee who commits a violation after having committed previous security
violations during the prior 10 years or to request a Federal Bureau of Investigation review of such a violation.

State Department employees holding security clearances are subject to the Bureau of Diplomatic Security's quarterly
collection of random samples of their emails to detect classified information spillage.

The State Department must submit a plan to train State Department employees to: (1) identify classified information in
materials subject to Freedom of Information Act requests, (2) ensure that intelligence community officials have an
opportunity to make classification determinations on information potentially originating with the intelligence community,
and (3) certify annually that they have archived their emails and documents in accordance with federal law.

Actions Timeline

e Jul 12, 2016: Introduced in Senate
e Jul 12, 2016: Read twice and referred to the Committee on Foreign Relations.
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