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HR 1128

Department of Veterans Affairs Cyber Security Protection Act

Congress: 114 (2015-2017, Ended)

Chamber: House

Policy Area: Armed Forces and National Security

Introduced: Feb 26, 2015

Current Status: Subcommittee Hearings Held.

Latest Action: Subcommittee Hearings Held. (Mar 19, 2015)

Official Text: https://lwww.congress.gov/bill/114th-congress/house-bill/1128

Sponsor

Name: Rep. Kirkpatrick, Ann [D-AZ-1]
Party: Democratic « State: AZ ¢ Chamber: House

Cosponsors (2 total)

Cosponsor Party / State Role Date Joined
Rep. Kuster, Ann M. [D-NH-2] D - NH Mar 16, 2015
Rep. Cleaver, Emanuel [D-MO-5] D -MO Apr 22, 2015

Committee Activity

Committee Chamber Activity Date

Veterans' Affairs Committee House Hearings By (subcommittee) Mar 19, 2015

Subjects & Policy Tags
Policy Area:

Armed Forces and National Security

Related Bills

No related bills are listed.
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Summary (as of Feb 26, 2015)

Department of Veterans Affairs Cyber Security Protection Act

Directs the Assistant Secretary of Veterans Affairs for Information and Technology to submit to the congressional
veterans committees (under current law only to the Secretary of Veterans Affairs) quarterly reports on Department of
Veterans Affairs (VA) compliance with federally-required information security improvements.

Directs the Assistant Secretary to submit to such committees: (1) quarterly, a plan of action to address critical known VA
information security vulnerabilities; and (2) annually, a plan for identifying and replacing VA operating systems that are
out-of-date or unsupported.

Directs the Assistant Secretary to ensure that any software or Internet applications used on VA operating systems are
secure from vulnerabilities that could affect the confidentiality of sensitive personal information on veterans.

Directs the Secretary to:

e report quarterly to such committees on any incidents of failure to comply with established information security
policies, any actions taken in response to such incidents, and certain related information;

e submit a strategic plan to such committees for improving VA information security and to update such plan at least
every two years; and

e report to such committees within five years on information security protection and accountability of the VA for
information security breeches and incidents.

Requires VA contractors with access to sensitive personal information to provide protective measures to safeguard from
possible information security threats any information provided by the VA that will be resident on, or transiting through,
information systems controlled by that contractor.

Actions Timeline

Mar 19, 2015: Subcommittee Hearings Held.

Mar 13, 2015: Referred to the Subcommittee on Oversight and Investigations.
Feb 26, 2015: Introduced in House

Feb 26, 2015: Referred to the House Committee on Veterans' Affairs.
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