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S 2500
American Digital Security and Commerce Act of 2014

Congress: 113 (2013–2015, Ended)
Chamber: Senate
Policy Area: Science, Technology, Communications
Introduced: Jun 19, 2014
Current Status: Read twice and referred to the Committee on Commerce, Science, and Transportation.
Latest Action: Read twice and referred to the Committee on Commerce, Science, and Transportation.  (Jun 19, 2014) 
Official Text:  https://www.congress.gov/bill/113th-congress/senate-bill/2500 

Sponsor

Name:  Sen. Walsh, John E. [D-MT] 
Party: Democratic   •   State: MT   •   Chamber: Senate

Cosponsors  (2 total) 

Cosponsor Party / State Role Date Joined

Sen. Wyden, Ron [D-OR] D · OR Jul 9, 2014

Sen. Paul, Rand [R-KY] R · KY Dec 12, 2014

Committee Activity

Committee Chamber Activity Date

Commerce, Science, and Transportation Committee Senate Referred To Jun 19, 2014

Subjects & Policy Tags

Policy Area:

Science, Technology, Communications

Related Bills

No related bills are listed.
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Summary  (as of Jun 19, 2014) 

American Digital Security and Commerce Act of 2014 - Requires the Director of the Office of Management and Budget

(OMB), in coordinating standards and guidelines under the National Institute of Standards and Technology Act with

agencies and offices operating or exercising control of national security systems (including the National Security Agency

[NSA]), to assure that such agencies or offices do not intentionally weaken, circumvent, undermine, or create any

mechanism through which a federal agency may bypass the privacy, security, or encryption protections included in any

standard or guideline.

Prohibits agencies and offices that consult with the National Institute of Standards and Technology (NIST) on information

security policies from undermining such protective mechanisms.

Prohibits federal agencies from intercepting shipments of computer or electronic products for the purpose of intentionally

introducing into the products a mechanism or device that would allow a federal agency to circumvent a product's privacy,

security, or encryption protections.

Bars elements of the intelligence community from requiring, or contracting with, a manufacturer or developer of such

products to place such a mechanism or device into its products.

Exempts from such mechanism placement prohibitions certain lawful surveillance activities pursuant to a court order

under specified provisions of the federal criminal code or the Foreign Intelligence Surveillance Act of 1978 (except with

respect to procedures for targeting persons outside the United States other than U.S. persons).

Permits persons (including certain associations and corporations, but excluding foreign powers) who suffer an injury

relating to a mechanism placed into product to bring a civil action against the United States to recover money damages.

Actions Timeline

Jun 19, 2014: Introduced in Senate
Jun 19, 2014: Read twice and referred to the Committee on Commerce, Science, and Transportation.
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