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HR 3523

Cyber Intelligence Sharing and Protection Act

Congress: 112 (2011-2013, Ended)

Chamber: House

Policy Area: Armed Forces and National Security

Introduced: Nov 30, 2011

Current Status. Received in the Senate and Read twice and referred to the Select Committee on Intelligence.

Latest Action: Received in the Senate and Read twice and referred to the Select Committee on Intelligence. (May 7,
2012)
Official Text: https://lwww.congress.gov/bill/112th-congress/house-hill/3523

Sponsor

Name: Rep. Rogers, Mike J. [R-MI-8]
Party: Republican < State: Ml ¢ Chamber: House
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Cosponsors (112 total)

Cosponsor Party / State Role Date Joined

Rep. Amodei, Mark E. [R-NV-2] R - NV Nov 30, 2011
Rep. Bachmann, Michele [R-MN-6] R - MN Nov 30, 2011
Rep. Boren, Dan [D-OK-2] D-OK Nov 30, 2011
Rep. Burgess, Michael C. [R-TX-26] R-TX Nov 30, 2011
Rep. Calvert, Ken [R-CA-44] R-CA Nov 30, 2011
Rep. Chandler, Ben [D-KY-6] D - KY Nov 30, 2011
Rep. Conaway, K. Michael [R-TX-11] R-TX Nov 30, 2011
Rep. Dicks, Norman D. [D-WA-6] D - WA Nov 30, 2011
Rep. Gingrey, Phil [R-GA-11] R-GA Nov 30, 2011
Rep. Gutierrez, Luis V. [D-IL-4] D-IL Nov 30, 2011
Rep. Heck, Joseph J. [R-NV-3] R - NV Nov 30, 2011
Rep. King, Peter T. [R-NY-3] R - NY Nov 30, 2011
Rep. Kinzinger, Adam [R-IL-11] R-IL Nov 30, 2011
Rep. Langevin, James R. [D-RI-2] DRI Nov 30, 2011
Rep. LoBiondo, Frank A. [R-NJ-2] R -NJ Nov 30, 2011
Rep. McCaul, Michael T. [R-TX-10] R-TX Nov 30, 2011
Rep. Miller, Jeff [R-FL-1] R-FL Nov 30, 2011
Rep. Myrick, Sue Wilkins [R-NC-9] R -NC Nov 30, 2011
Rep. Nunes, Devin [R-CA-21] R-CA Nov 30, 2011
Rep. Pompeo, Mike [R-KS-4] R -KS Nov 30, 2011
Rep. Rooney, Thomas J. [R-FL-16] R-FL Nov 30, 2011
Rep. Ruppersberger, C. A. Dutch [D-MD-2] D -MD Nov 30, 2011
Rep. Shimkus, John [R-IL-19] R-IL Nov 30, 2011
Rep. Terry, Lee [R-NE-2] R - NE Nov 30, 2011
Rep. Thompson, Mike [D-CA-1] D-CA Nov 30, 2011
Rep. Upton, Fred [R-MI-6] R - Ml Nov 30, 2011
Rep. Walden, Greg [R-OR-2] R-OR Nov 30, 2011
Rep. Westmoreland, Lynn A. [R-GA-3] R - GA Nov 30, 2011
Rep. Frelinghuysen, Rodney P. [R-NJ-11] R -NJ Dec 8, 2011

Rep. Latta, Robert E. [R-OH-5] R -OH Dec 8, 2011

Rep. McHenry, Patrick T. [R-NC-10] R -NC Dec 8, 2011

Rep. Quayle, Benjamin [R-AZ-3] R-AZ Dec 8, 2011

Rep. Yoder, Kevin [R-KS-3] R -KS Dec 8, 2011

Rep. Camp, Dave [R-MI-4] R - Ml Dec 16, 2011
Rep. Walberg, Tim [R-MI-7] R - Ml Dec 16, 2011
Rep. Eshoo, Anna G. [D-CA-14] D-CA Dec 20, 2011
Rep. Michaud, Michael H. [D-ME-2] D - ME Dec 20, 2011
Rep. Coffman, Mike [R-CO-6] R-CO Jan 18, 2012
Rep. Goodlatte, Bob [R-VA-6] R - VA Jan 18, 2012
Rep. McKinley, David B. [R-WV-1] R-WV Jan 18, 2012
Rep. McMorris Rodgers, Cathy [R-WA-5] R -WA Jan 18, 2012


https://legilist.com/legislator/A000369
https://legilist.com/legislator/B001256
https://legilist.com/legislator/B001254
https://legilist.com/legislator/B001248
https://legilist.com/legislator/C000059
https://legilist.com/legislator/C001058
https://legilist.com/legislator/C001062
https://legilist.com/legislator/D000327
https://legilist.com/legislator/G000550
https://legilist.com/legislator/G000535
https://legilist.com/legislator/H001055
https://legilist.com/legislator/K000210
https://legilist.com/legislator/K000378
https://legilist.com/legislator/L000559
https://legilist.com/legislator/L000554
https://legilist.com/legislator/M001157
https://legilist.com/legislator/M001144
https://legilist.com/legislator/M001134
https://legilist.com/legislator/N000181
https://legilist.com/legislator/P000602
https://legilist.com/legislator/R000583
https://legilist.com/legislator/R000576
https://legilist.com/legislator/S000364
https://legilist.com/legislator/T000459
https://legilist.com/legislator/T000460
https://legilist.com/legislator/U000031
https://legilist.com/legislator/W000791
https://legilist.com/legislator/W000796
https://legilist.com/legislator/F000372
https://legilist.com/legislator/L000566
https://legilist.com/legislator/M001156
https://legilist.com/legislator/Q000024
https://legilist.com/legislator/Y000063
https://legilist.com/legislator/C000071
https://legilist.com/legislator/W000798
https://legilist.com/legislator/E000215
https://legilist.com/legislator/M001149
https://legilist.com/legislator/C001077
https://legilist.com/legislator/G000289
https://legilist.com/legislator/M001180
https://legilist.com/legislator/M001159

Cosponsor

Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.
Rep.

Ros-Lehtinen, lleana [R-FL-18]
Sullivan, John [R-OK-1]
Forbes, J. Randy [R-VA-4]
Wolf, Frank R. [R-VA-10]
Issa, Darrell E. [R-CA-49]
Miller, Gary G. [R-CA-42]
Stearns, Cliff [R-FL-6]

Cole, Tom [R-OK-4]
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Del. Bordallo, Madeleine Z. [D-GU-At Large]
Rep. Franks, Trent [R-AZ-2]

Rep. Larsen, Rick [D-WA-2]
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Committee Activity

Committee
Intelligence (Permanent Select) Committee

Intelligence (Select) Committee
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Armed Forces and National Security
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Apr 26, 2012: Motion to reconsider laid on the table Agreed to without objection.
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Summary (as of Apr 26, 2012)

Cyber Intelligence Sharing and Protection Act - Amends the National Security Act of 1947 to add provisions concerning
cyber threat intelligence and information sharing. Defines "cyber threat intelligence" as intelligence in the possession of
an element of the intelligence community directly pertaining to: (1) a vulnerability of a system or network of a government
or private entity; (2) a threat to the integrity, confidentiality, or availability of such a system or network or any information
stored on, processed on, or transiting such a system or network; (3) efforts to deny access to or degrade, disrupt, or
destroy such a system or network; or (4) efforts to gain unauthorized access to such a system or network, including for
the purpose of exfiltrating information. Excludes intelligence pertaining to efforts to gain unauthorized access to such a
system or network that solely involve violations of consumer terms of service or consumer licensing agreements and do
not otherwise constitute unauthorized access.

Requires the Director of National Intelligence (DNI) to: (1) establish procedures to allow intelligence community elements
to share cyber threat intelligence with private-sector entities and utilities, and (2) encourage the sharing of such
intelligence.

Requires the procedures established to ensure that such intelligence is only: (1) shared with certified entities or a person
with an appropriate security clearance, (2) shared consistent with the need to protect U.S. national security, and (3) used
in a manner that protects such intelligence from unauthorized disclosure. Provides for guidelines for the granting of
security clearance approvals to certified entities or officers or employees of such entities. Prohibits a certified entity
receiving such intelligence from further disclosing the information to any entity other than another certified entity or a
federal department or agency authorized to receive such intelligence.

Authorizes a cybersecurity provider (a hon-governmental entity that provides goods or services intended to be used for
cybersecurity purposes), with the express consent of a protected entity (an entity that contracts with a cybersecurity
provider) to: (1) use cybersecurity systems to identify and obtain cyber threat information in order to protect the rights and
property of the protected entity; and (2) share cyber threat information with any other entity designated by the protected
entity, including the federal government. Provides similar cybersecurity system use and threat information sharing
authority to self-protected entities (an entity that provides goods or services for cybersecurity purposes to itself).

Requires the head of a federal agency receiving cyber threat information to provide such information to the National
Cybersecurity and Communications Integration Center of the Department of Homeland Security (DHS), and allows such
agency head to request the Center to provide such information to another federal agency. Sets forth requirements with
respect to the use and protection of shared information, including prohibiting the use of such information to gain a
competitive advantage and, if shared with the federal government, exempts such information from public disclosure.
Prohibits a civil or criminal cause of action against a protected entity, a self-protected entity, or a cybersecurity provider
acting in good faith under the above circumstances.

Allows the federal government to use shared cyber threat information: (1) for cybersecurity purposes to ensure the
integrity, confidentiality, availability, or safeguarding of a system or network; (2) for the investigation of cybersecurity
crimes; (3) for the protection of individuals from the danger of death or serious bodily harm and the prosecution of crimes
involving such dangers (including the protection of minors from child pornography, sexual exploitation, kidnapping, and
trafficking); or (4) to protect U.S. national security. Prohibits the federal government from affirmatively searching such
information for any other purpose.

Provides for the protection of sensitive personal documents such as library records, firearms sales records, educational



records, tax returns, and medical records. Requires a federal agency receiving information that is not cyber threat
information to so notify the entity or provider of such information. Prohibits federal agencies from retaining shared
information for any unauthorized use. Allows the federal government to undertake efforts to limit the impact of the sharing
of such information on privacy and civil liberties. Outlines federal government liability for violations of restrictions on the
disclosure, use, and protection of voluntarily shared information.

Directs the Inspector General of the Intelligence Community to submit annually to the congressional intelligence
committees a review of the use of such information shared with the federal government, as well as recommendations for
improvements and modifications to address privacy and civil liberties concerns.

Preempts any state statute that restricts or otherwise regulates an activity authorized by the Act.

States that nothing in this Act shall be construed to: (1) provide additional authority to, or modify existing authority of, any
element of the intelligence community to control or direct the cybersecurity efforts of a private-sector entity or a
component of the federal government or a state, local, or tribal government; (2) limit or affect existing information sharing
relationships of the federal government; or (3) provide additional authority to, or modify existing authority of, any entity to
use a cybersecurity system owned or controlled by the federal government on a private-sector system or network to
protect the latter system or network.



Actions Timeline

e May 7, 2012: Received in the Senate and Read twice and referred to the Select Committee on Intelligence.

e Apr 26, 2012: Rule H. Res. 631 passed House.

e Apr 26, 2012: Considered under the provisions of rule H. Res. 631. (consideration: CR H2156-2176)

e Apr 26, 2012: Rule provides for consideration of H.R. 3523 with 1 hour of general debate. Motion to recommit with or
without instructions allowed. Measure will be considered read. Specified amendments are in order. The rule waives all
points of order against consideration of the bill. The rule makes in order as original text for purpose of amendment the
amendment in the nature of a substitute consisting of the text of Rules Committee Print 112-20 and provides that it
shall be considered as read. The rule waives all points of order against the amendment in the nature of a substitute.
The rule makes in order only those amendments printed in the Rules Committee report. The rule further provides that it
shall be in order at any time through the legislative day of April 27, 2012, for the Speaker to entertain motions that the
House suspend the rules. The rule provides further for a closed rule for consideration of H.R. 4628. The rule provides
one hour of general debate and one motion to recommit. Finally, the rule provides that the Committee on
Appropriations may, at any time before 6 p.m. on Wednesday, May 2, 2012 recommit. Finally, the rule provides that the
Committee on Appropriations may, at any time before 6 p.m. on Wednesday, May 2, 2012 file, privileged reports to
accompany measures making appropriations for the fiscal year ending September 30, 2013.

e Apr 26, 2012: House resolved itself into the Committee of the Whole House on the state of the Union pursuant to H.
Res. 631 and Rule XVIII.

e Apr 26, 2012: The Speaker designated the Honorable Judy Biggert to act as Chairwoman of the Committee.

e Apr 26, 2012: GENERAL DEBATE - The Committee of the Whole proceeded with one hour of general debate on H.R.
3523.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Langevin amendment No. 1.

e Apr 26, 2012: POSTPONED PROCEEDINGS - At the conclusion of debate on the Langevin amendment, the Chair put
the question on adoption of the amendment and by voice vote announced that the noes had prevailed. Mr. Langevin
demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of the
amendment until later in the legislative day.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Pompeo amendment No. 3.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Rogers (MI) amendment No. 4.

e Apr 26, 2012: POSTPONED PROCEEDEINGS - At the conclusion of debate on the Rogers (MIl) amendment, the Chair
put the question on adoption of the amendment and by voice vote announced that the ayes had prevailed. Mr.
Ruppersberger demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of
the amendment until later in the legislative day.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Quayle amendment No. 6.

e Apr 26, 2012: POSTPONED PROCEEDINGS - At the conclusion of debate on the Quayle amendment, the Chair put
the question on adoption of the amendment and by voice vote announced that the ayes had prevailed. Mr.
Ruppersberger demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of
the amendment until later in the legislative day.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Amash amendment No. 7.

e Apr 26, 2012: POSTPONED PROCEEDINGS - At the conclusion of debate on the Amash amendment, the Chair put
the question on adoption of the amendment and by voice vote announced that the ayes had prevailed. Mr. Amash
demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of the
amendment until later in the legislative day.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Mulvaney amendment No. 8.

e Apr 26, 2012: POSTPONED PROCEEDINGS - At the conclusion of debate on the Mulvaney amendment No. 8, the
Chair put the question on adoption of the amendment and by voice vote announced that the ayes had prevailed. Mr.
Mulvaney demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of the
amendment until later in the legislative day.

e Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10



minutes of debate on the Flake amendment No. 9.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Pompeo amendment No. 11.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Woodall amendment No. 12.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Goodlatte amendment No. 13.

Apr 26, 2012: POSTPONED PROCEEDINGS - At the conclusion of debate on the Goodlatte amendment, the Chair put
the question on adoption of the amendment and by voice vote announced that the ayes had prevailed. Mr. Rogers (Ml)
demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of the
amendment until later in the legislative day.

Apr 26, 2012: Mr. Rogers (MI) moved that the committee rise.

Apr 26, 2012: On motion that the committee rise Agreed to by voice vote.

Apr 26, 2012: ORDER OF PROCEDURE - Mr. Rogers of Michigan asked unanimous consent that, during further
consideration of H.R. 3523 pursuant to H. Res. 631, amendments numbered 10 and 5 printed in House Report 112-
454 may be considered out of sequence. Agreed to without objection.

Apr 26, 2012: Committee of the Whole House on the state of the Union rises leaving H.R. 3523 as unfinished business.
Apr 26, 2012: Considered as unfinished business. (consideration: CR H2175-2186)

Apr 26, 2012: The House resolved into Committee of the Whole House on the state of the Union for further
consideration.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Turner (OH) amendment No. 14.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Mulvaney amendment No. 15.

Apr 26, 2012: POSTPONED PROCEEDINGS - At the conclusion of debate on the Mulvaney amendment No. 15, the
Chair put the question on adoption of the amendment and by voice vote announced that the ayes had prevailed. Mr.
Mulvaney demanded a recorded vote and the Chair postponed further proceedings on the question of adoption of the
amendment until later in the legislative day.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Jackson Lee (TX) amendment No. 5.

Apr 26, 2012: DEBATE - Pursuant to the provisions of H. Res. 631, the Committee of the Whole proceeded with 10
minutes of debate on the Richardson amendment No. 10.

Apr 26, 2012: The House rose from the Committee of the Whole House on the state of the Union to report H.R. 3523.
Apr 26, 2012: The previous question was ordered pursuant to the rule. (consideration: CR H2183)

Apr 26, 2012: The House adopted the amendment in the nature of a substitute as agreed to by the Committee of the
Whole House on the state of the Union. (text of amendment in the nature of a substitute: CR H2166-2167)

Apr 26, 2012: Mr. Perlmutter moved to recommit with instructions to Intelligence (Permanent). (consideration: CR
H2184-2186; text: CR H2184)

Apr 26, 2012: DEBATE - The House proceeded with 10 minutes of debate on the Perlmutter motion to recommit with
instructions. The instructions contained in the motion seek to require the bill to be reported back to the House with an
amendment to protect the privacy of Internet passwords by prohibiting employers and the Federal Government from
requiring the disclosure of confidential passwords by an employee or job applicant. It would also protect freedom of
expression on the Internet by prohibiting the Federal Government from establishing a national firewall similar to the
"Great Internet Firewall of China."

Apr 26, 2012: The previous question on the motion to recommit with instructions was ordered without objection.
(consideration: CR H2185)

Apr 26, 2012: On motion to recommit with instructions Failed by the Yeas and Nays: 183 - 233 (Roll no. 191).

Apr 26, 2012: Passed/agreed to in House: On passage Passed by recorded vote: 248 - 168 (Roll no. 192).

Apr 26, 2012: Motion to reconsider laid on the table Agreed to without objection.

Apr 26, 2012: On passage Passed by recorded vote: 248 - 168 (Roll no. 192).

Apr 26, 2012: The Clerk was authorized to correct section numbers, punctuation, and cross references, and to make
other necessary technical and conforming corrections in the engrossment of H.R. 3523. (consideration: CR H2186)
Apr 26, 2012: UNANIMOUS CONSENT - Mr. Mike Rogers (Ml) asked unanimous consent that in the engrossment of
H.R. 3523, the Clerk be authorized to make the change placed at the desk as follows: Insert "deny access to or" before



"degrade" in each place it appears. Agreed to without objection.
e Apr 25, 2012: Rule provides for consideration of H.R. 3523 with 1 hour of general debate. Motion to recommit with or
without instructions allowed. Measure will be considered read. Specified amendments are in order. The rule waives all
points of order against consideration of the bill. The rule makes in order as original text for purpose of amendment the
amendment in the nature of a substitute consisting of the text of Rules Committee Print 112-20 and provides that it
shall be considered as read. The rule waives all points of order against the amendment in the nature of a substitute.
The rule makes in order only those amendments printed in the Rules Committee report. The rule further provides that it
shall be in order at any time through the legislative day of April 27, 2012, for the Speaker to entertain motions that the
House suspend the rules. The rule provides further for a closed rule for consideration of H.R. 4628. The rule provides
one hour of general debate and one motion to recommit. Finally, the rule provides that the Committee on
Appropriations may, at any time before 6 p.m. on Wednesday, May 2, 2012 recommit. Finally, the rule provides that the
Committee on Appropriations may, at any time before 6 p.m. on Wednesday, May 2, 2012 file, privileged reports to
accompany measures making appropriations for the fiscal year ending September 30, 2013.
Apr 17, 2012: Reported (Amended) by the Committee on Intelligence. H. Rept. 112-445.
Apr 17, 2012: Placed on the Union Calendar, Calendar No. 311.
Dec 1, 2011: Committee Consideration and Mark-up Session Held.
Dec 1, 2011: Ordered to be Reported (Amended) by the Yeas and Nays: 17 - 1.
Nov 30, 2011: Introduced in House
Nov 30, 2011: Referred to the House Committee on Intelligence (Permanent Select).
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