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S3155

International Cybercrime Reporting and Cooperation Act

Congress: 111 (2009-2011, Ended)

Chamber: Senate

Policy Area: International Affairs

Introduced: Mar 23, 2010

Current Status. Read twice and referred to the Committee on Foreign Relations.

Latest Action: Read twice and referred to the Committee on Foreign Relations. (Mar 23, 2010)
Official Text: https://www.congress.gov/bill/111th-congress/senate-bill/3155

Sponsor

Name: Sen. Gillibrand, Kirsten E. [D-NY]
Party: Democratic + State: NY ¢ Chamber: Senate

Cosponsors (1 total)

Cosponsor Party / State Role Date Joined
Sen. Hatch, Orrin G. [R-UT] R-UT Mar 23, 2010
Committee Activity

Committee Chamber Activity Date

Foreign Relations Committee Senate Referred To Mar 23, 2010

Subjects & Policy Tags

Policy Area:

International Affairs

Related Bills

Bill Relationship Last Action
111 HR 4962 Identical bill Apr 9, 2010: Referred to the Subcommittee on Trade.
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Summary (as of Mar 23, 2010)

International Cybercrime Reporting and Cooperation Act - Directs the President to report annually to Congress regarding:
(1) foreign countries’ use of information and communications technologies (ICT) in critical infrastructure, cybercrime
based in each country, the adequacy of each country’s legal and law enforcement systems addressing cybercrime, and
online protection of consumers and commerce; (2) multilateral efforts to prevent and investigate cybercrime, including
U.S. actions to promote such multilateral efforts; and (3) countries for which action plans have been developed.

Directs the President to give priority for assistance to improve legal, judicial, and enforcement capabilities with respect to
cybercrime to countries with low ICT levels of development or utilization in their critical infrastructure, telecommunications
systems, and financial industries.

Directs the President to develop an action plan (with legislative, institutional, or enforcement benchmarks) and annual
compliance assessment for each country determined to be a country of cyber concern: (1) from which there is a pattern
of cybercrime incidents against the U.S. government, private U.S. entities, or other U.S. persons; and (2) whose
government is uncooperative with efforts to combat cybercrime.

Urges the President to take restrictive actions against a country that has not complied with the appropriate benchmarks
with respect to: (1) the Overseas Private Investment Corporation (OPIC); (2) the Export-Import Bank of the United States;
(3) multilateral development financing; (4) the Trade and Development Agency; (5) preferential trade programs; and (6)
foreign assistance.

Authorizes the President to waive the requirements to develop an action plan or make a determination of cyber concern if
in U.S. national interest.

Directs the Secretary of State to: (1) designate a high-level Department of State employee to coordinate anti-cybercrime
activities; and (2) assign an employee to have primary responsibility for cybercrime policy in each country or region
significant to U.S. anti-cybercrime efforts.

Actions Timeline

e Mar 23, 2010: Introduced in Senate
e Mar 23, 2010: Read twice and referred to the Committee on Foreign Relations.
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