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HR 4175

Privacy and Cybercrime Enforcement Act of 2007

Congress: 110 (2007—-2009, Ended)

Chamber: House

Policy Area: Crime and Law Enforcement

Introduced: Nov 14, 2007

Current Status: Subcommittee Hearings Held.

Latest Action: Subcommittee Hearings Held. (Dec 18, 2007)

Official Text: https://lwww.congress.gov/bill/110th-congress/house-bill/4175

Sponsor

Name: Rep. Conyers, John, Jr. [D-MI-14]
Party: Democratic « State: Ml ¢ Chamber: House

Cosponsors (7 total)

Cosponsor Party / State
Rep. Davis, Artur [D-AL-7] DAL
Rep. Forbes, J. Randy [R-VA-4] R VA
Rep. Jackson-Lee, Sheila [D-TX-18] D-TX
Rep. Sanchez, Linda T. [D-CA-39] D-CA
Rep. Scott, Robert C. "Bobby" [D-VA-3] D VA
Rep. Smith, Lamar [R-TX-21] R -TX
Rep. Green, Al [D-TX-9] D-TX

Committee Activity

Committee Chamber Activity

Judiciary Committee House Hearings By (subcommittee)

Subjects & Policy Tags
Policy Area:

Crime and Law Enforcement

Related Bills

No related bills are listed.

Role Date Joined
Nov 14, 2007
Nov 14, 2007
Nov 14, 2007
Nov 14, 2007
Nov 14, 2007
Nov 14, 2007
Apr 3, 2008

Date
Dec 18, 2007
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Summary (as of Nov 14, 2007)

Privacy and Cybercrime Enforcement Act of 2007 - Amends federal criminal code provisions relating to computer fraud
and unauthorized access to computers to: (1) include computer fraud within the definition of racketeering activity; (2)
provide criminal penalties for intentional failures to provide required notices of a security breach involving sensitive
personally identifiable information; (3) expand penalties for conspiracies to commit computer fraud and extortion attempts
involving threats to access computers without authorization; (4) provide for forfeiture of property used to commit computer
fraud; and (5) require restitution for victims of identity theft and computer fraud.

Authorizes additional appropriations for investigating and prosecuting criminal activity involving computers.

Directs the U.S. Sentencing Commission to review and amend, if appropriate, its sentencing guidelines and policies
related to identity theft and computer fraud offenses.

Authorizes the Attorney General and state attorneys general to bring civil actions and obtain injunctive relief for violations
of federal laws relating to data security.

Requires federal agencies as part of their rulemaking process to prepare and make available to the public privacy impact
assessments that describe the impact of proposed agency rules on the privacy of individuals.

Authorizes the Office of Justice Programs of the Department of Justice (DOJ) to award grants to states for programs to
increase enforcement efforts involving fraudulent, unauthorized, or other criminal use of personally identifiable
information.

Authorizes the Director of the Bureau of Justice Assistance to make grants to improve the identification, investigation,
and prosecution of criminal or terrorist conspiracies or activities that span jurisdictional boundaries, including terrorism,
economic crime, and high-tech crime.

Actions Timeline

Dec 18, 2007: Subcommittee Hearings Held.

Dec 14, 2007: Referred to the Subcommittee on Crime, Terrorism, and Homeland Security.
Nov 14, 2007: Introduced in House

Nov 14, 2007: Sponsor introductory remarks on measure. (CR E2415)

Nov 14, 2007: Referred to the House Committee on the Judiciary.
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