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HR 5318

Cyber-Security Enhancement and Consumer Data Protection Act of 2006
Congress: 109 (2005-2007, Ended)

Chamber: House

Policy Area: Crime and Law Enforcement

Introduced: May 9, 2006

Current Status: Placed on the Union Calendar, Calendar No. 292.

Latest Action: Placed on the Union Calendar, Calendar No. 292. (Jun 22, 2006)
Official Text: https://lwww.congress.gov/bill/109th-congress/house-bill/5318

Sponsor

Name: Rep. Sensenbrenner, F. James, Jr. [R-WI-5]
Party: Republican < State WI « Chamber: House

Cosponsors (6 total)

Cosponsor Party / State Role Date Joined
Rep. Coble, Howard [R-NC-6] R -NC May 9, 2006
Rep. Feeney, Tom [R-FL-24] R-FL May 9, 2006
Rep. Pryce, Deborah [R-OH-15] R -OH May 9, 2006
Rep. Schiff, Adam B. [D-CA-29] D-CA May 9, 2006
Rep. Smith, Lamar [R-TX-21] R-TX May 9, 2006
Rep. Chabot, Steve [R-OH-1] R -OH May 17, 2006
Committee Activity

Committee Chamber Activity Date

Judiciary Committee House Reported by May 18, 2006

Subjects & Policy Tags
Policy Area:

Crime and Law Enforcement

Related Bills

No related bills are listed.
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Summary (as of Jun 22, 2006)

Cyber-Security Enhancement and Consumer Data Protection Act of 2006 - (Sec. 2) Amends the federal criminal code to
prohibit obtaining without authorization: (1) a means of identification from a protected computer (a computer exclusively
for the use of a financial institution or the federal government); or (2) the capability to gain access to or remotely control a
protected computer.

(Sec. 3) Revises the definition of "protected computer" to include a computer the use of which affects interstate or foreign
commerce or communication. Eliminates the criminal law requirement that conduct constituting computer fraud involve an
interstate or foreign communication.

(Sec. 4) Includes computer fraud within the definition of racketeering for purposes of the Racketeer Influenced and
Corrupt Organizations Act (RICO).

(Sec. 5) Includes threats to access a protected computer without authorization or to exceed such authorized access
within the definition of computer-related extortion.

(Sec. 6) Expands the crime of computer fraud to include conspiracy to commit computer fraud.

(Sec. 7) Imposes a fine and/or prison term of up to five years for failure to notify the U.S. Secret Service or Federal
Bureau of Investigation (FBI) of a major security breach in a database containing identification information with the intent
to prevent, obstruct, or impede a lawful investigation of such breach. Defines "major security breach" as any security
breach that involves: (1) the acquisition of the identification information of 10,000 or more individuals causing a significant
risk of identity theft; (2) databases owned by the federal government; and (3) data containing identification information of
federal employees or contractors involved in national security matters or law enforcement.

Directs the Attorney General and the Secretary of Homeland Security to jointly issue regulations on the form, content,
and timing of notices of major security breaches. Requires that such regulations provide that notice of a security breach
be provided to the Secret Service or FBI before notice is provided to consumers and within 14 days after discovery of
such breach.

Grants immunity to law enforcement entities or to any person who notifies law enforcement of a security breach.

Imposes a civil penalty of $50,000 for each day any individual fails to provide notice of a major security breach (not to
exceed $1 million).

(Sec. 8) Increases the prison term for computer fraud to a maximum of 30 years. Requires forfeiture of any personal
property used to commit computer fraud.

(Sec. 9) Directs the U.S. Sentencing Commission to review and amend its guidelines and policy statements to reflect
congressional intent to increase criminal penalties for computer fraud.

(Sec. 10) Imposes criminal penalties for damage affecting ten or more protected computers during any one-year period.

(Sec. 11) Authorizes additional funding in FY2007-FY2011 to the Director of the Secret Service, the Attorney General for
the Criminal Division of the Department of Justice, and the Director of the FBI to investigate and prosecute crimes
committed through the use of computers.



Actions Timeline

e Jun 22, 2006: Reported (Amended) by the Committee on Judiciary. H. Rept. 109-522.
e Jun 22, 2006: Reported (Amended) by the Committee on Judiciary. H. Rept. 109-522.
e Jun 22, 2006: Placed on the Union Calendar, Calendar No. 292.

e May 25, 2006: Committee Consideration and Mark-up Session Held.

e May 25, 2006: Ordered to be Reported (Amended) by Voice Vote.

e May 18, 2006: Subcommittee Consideration and Mark-up Session Held.

e May 18, 2006: Forwarded by Subcommittee to Full Committee by Voice Vote .

e May 11, 2006: Subcommittee Hearings Held.

e May 9, 2006: Introduced in House

e May 9, 2006: Introduced in House

e May 9, 2006: Referred to the Subcommittee on Crime, Terrorism, and Homeland Security.
e May 9, 2006: Referred to the House Committee on the Judiciary.
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